Central VPN Management

Central VPN Management (CVM) 1a m6t tinh ning m&i dwoc tich hgp dong sdn phdm Vigor3900 va Vigor2960. Py 1a mot cong
cu hd ngudi quan tri mang thiét 1ap va quan ly hé théng VPN cia minh mot cach don gidn nhit. Véi cong cu ndy thi ngudi quan tri
mang c6 thé thiét 1ap két ndi VPN IPsec site to site chi v&i 1 céi click chudt. Tinh nidng nay hd trg quan ly dén 16 chi nhanh déi véi
san phdm Vigor3900 va 10 chi nhanh ddi véi Vigor2960.

CVM chay trén nén giao thirc TR-069 dwgc t6i wu riéng cho san phdm DrayTek (twong tw nhw géi phin mém ACS SI), tuy nhién
CVM duworc tich hgp ngay trén firmware cia thiét bi, ching ta cé thé st dung ma khong cin dau tw riéng 1 may tinh d€ cai nhw
Vigor ACS SI. Tai liéu nay sé& hwéng dan cho cac ban buéc dau lam quen va st dung CVM
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upFWshop1 DrayTek_001DAA. Firmware Upgrade ~ Once
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Product Registration

Giao dién chinh cia CVM

DE sir dung tinh ning nay thi truwéc hét Vigor3900/2960 cin dugc update 1én phién ban firmware méi nhit. Firmware m&i nhit
luén dwoc cap nhat tai website www.draytek.com.vn

Phan hwéng din nay dung Vigor3900 1am demo. Vigor2960 c4u hinh hoan toan twong tu.

Phén 1: CAu hinh chung

1. B4t CVM va khai béo théng tin dé cic router chi nhanh két néi vao
Vao Central VPN Management >> General setup

- Chon Enable dé€ kich hoat CVM

General Setup | VPN General Setup

Enable
- WAN profile: cdng ti€p nhan két néi tir CPE
- Port:8888 Port tiép nhan két néi (dit tw do) WARPsoTHS wand e
- Username/Password: cvm/draytek (dat tw do) Port : 8888
- Poolling Status: chon Enable . v
- Poolling Interval: 900s (nén d€ mic dinh) ’
Chung ta s& c6 1 URL d€ CPE két n6i vé nhuw sau: Password: — ceceee

http://IP:port/ACSServer/services/ACSServlet
[P WAN4 ctia minh 1a 100.100.100.254 nhw viy URL ma minh dung sé€ la:

Polling Status: (=) Enable () Disable

Polling Interval : 800

2. C4u hinh VPN General Setup

- WAN profile: chon c6ng wan sé ti€p nhan két ndi
VPN ttr chi nhanh.

- Local IP/ Subnet: L&p mang ctua 3900 cho phép
cac chi nhanh truy cip vao. Pay la 1 trong sé cac
VLAN local ciia 3900

- Ipsec Security Method: Phwong phap ma hoa cho
Ipsec VPN

- IKE Phasel Mode: néu tit ca cac chi nhanh déu c6
ip tinh thi chon Main, Khong thi chon Aggressive

General Setup | VPN General Setup

WAN Profile : wand v

Local IP/ Subnet : 192 168 100 0 255.255.255.0/24 v

IPsec Security Method : 3DES_NO_AUTH v

IKE Phase1 Mode : Aggressive v




Phin 2: C4u hinh dé CPE két néi Syssm Mainlenmnce >> TR-008 Setiing

vé CVM
CVM hb tro cac dong router c6 ACS and CPE Settings
phan ciu hinh TR-069 trong phan ACS Server On [ Internet  + |
System Maintenance
ACS Server
1. D€ CPE chiu sw quan ly ctia CVM URL http://100.100.100.254:8888/ACSServer/services
thi ta cAn khai bdo cho né biét vi Username om
tri cia ACS Server [CVI\@, URL va password e
Username/password da khai bao
¢ phan 1 CPE Client
- Enable CPE Client () Enable () Disable
- Port, URL http://100.100.100.253:8069/cwm/CRN.htm|
Usernam“e/PaSSWf)rd ) Port o]
trong phan CPE client dé g
mic dinh Username vigor
Apply Password ssssseee
Periodic Inform Settings
() Disable
(*) Enable
Interval Time 900 second(s)

System Maintenance >> Management

2. Bat tinh nang quan ly tir xa trén CPE

IPv4 Managoment Setup Vao System Maintenance >> Management
, - Chon Allow management from the Internet
Router Name - Chon FTP server
- Chon HTTP Server

- Chon HTTPS Server
- Chon Telnet Server
- Chon TR069 Server
- Chon SSH Server

| Default:Disable Auto-Logout

Management Access Control
& Allow management from the Internet

™ FTP Server

™ HTTP Server

@ HTTPS Server

# Telnet Server

™ TRO69 Server

™ SSH Server
| Disable PING from the Internet
| Allow management from LAN

OK.
Pén budc nay xem nhw hoan tit ciu hinh trén CPE.

Lam twong tw véi tit ca cac CPE can quan ly con lai.




Phin 3. Quan li thiét bi, bao tri, thiét 1ap
VPN

1. Quan li thiét bi:
Quay trd lai phan giao dién ctia CVM, trong
phan Managed Devices Status sé hién ra tén
cac thiét bi da két n6i véi CVM. Bén dudi moi
thiét bi sé cé tén thiét bi, dia chi IP quan ly.
Nut mau xanh cho biét CPE hién dang online.
Néu biéu twong chuyén sang mau do cho biét
CPE dang bi mat két noi.

Click chon CPE va nhan Detail dé

xem thong tin chi tiét vé CPE d6

Edit Device

Model Name : Vigor2820

Device Name :

DrayTek_005S07F_Vigor2920_00507FEOE7S0

Central VPN Management >> CPE Management >> CPE Maintenance

CPE Maintenance | VPN Management Map

::: Managed Devices Status

J2 Edt = Detail [[]] Delete 4™ Refresh [T Recycle Bin
Vigor2920Cty 3900HQ2 2920Shop1 V2920_shop2
100.100.100.253 100.100.100.252 100.100.100.251 100.100.100.250
V) & & &
- ||

Mic dinh thi tén thiét bi sé bao gom tén hang va dia
chi MAC. P& cho dé& nhin thi ban c6 thé sira lai bing cach chon
1 thiét bi va click nit edit roi dat tén lai trong muc Name,
ngoai ra ban con c6 thé khai béo vi tri ctia CPE bang cach dién
dia chi vao muc Location (xem hinh bén). Vi tri tht ctia thiét
bi sé duwoc lién két véi google maps va hién thi trong muc
Map

Néu ban mudn xo4 1 CPE thi chi cin click chon vao

Name: V2820_shop2
Manufacturer : DrayTek
OUl: O00S07F
Product Class : Vigor2820
Mac Address : 00SO7FEOE7S0
Location : Nha Trang|
Lating: 12.2387911,109.1967488
IP: 100.100.100.250
Port: 8069

URI: J/ewm/CRN.html
Description : DrayTek Vigor Router
Hardware Version : 142
3.6.3_RC4

No DSL

Software Version :

Modem Firmware Version :

bi€u twgng ctia CPE d6 va click Delete. Néu 1& x04 ma mudn
khoi phuc lai thi vao muc Recycle Bin dé restore lai.

m Apply O Cancel

2. Thiét 1ap két ndi VPN véi CVM

D& thiét 14p kénh VPN thi ban vao muc VPN Management. Mudn thiét 1ap VPN cho 1 CPE nao d6 dwoc két néi vé tru s (CVM)
thi ban chi can click chon CPE twong trng sau doé click tiép vao giao thirc VPN ma ban mudn két néi (xem hinh dwéi), OK
vay la xong. Chi can doi vai gidy, CVM sé gidp ban khai b4o toan b6 cac tham sé VPN va Kénh VPN sé dwoc thiép 1ap.

CPE Maintenance | VPN Management Map
% PPTP %% IPsec Y€ Advanced & Refresh Rseep)MEN Settngs
\ £y Add  [[]] Delete &M Refresh
Profile Device Name
’ No items to show.
Confirm X
Vigor2920Cty
100.100.100.253
g Are you sure establishing a IPsec tunnel with
DrayTek_001DAA_Vigor2820FV_001DAAB1BCE4?
OK Cancel
! Connected Devices " Refresh
Search S| Search &S| Search S| Search S| Search S| Search S| Search S| Search *x
VPN Type Interface Remote IP Virtual Network Up Time RX(Packets) TX(Packets) Disconnect
1 CVM_A7CC30:1 IPsec/3DES_... wan4 100.100.100.... 192.168.102.... 01:14:55 3672 3672 Y



Thong tin cac két ndi VPN hién c6 s& ndm & phan Connected Devices. Click ntit Refresh dé xem trang thai mot cach chinh xac

nhit.

Central VPN Management >> CPE Management >> VPN Management

CPE Maintenance | VPN Management Map

ZZ PPTP 2% IPsec

JZ Advanced (M Refresh

i:% Keep VPN Settings
£y Add  [[]] Delete & Refresh

Profile Device Name

’ ’ ’ No items to show.

Vigor2820Cty 3800HQ2 2820Shop1
100.100.100.253 100.100.100.252 100.100.100.251
7 \“ /)
! Connected Devices m
Search | Search S Search S| Search S Search %) Search S| Search S| Search *

| VPN Type Interface Remote IP Virtual Network Up Time RX(Packets) TX(Packets) Disconnect

1 CVM_B81BC64:1 IPsec/3DES_.. wan4 100.100.100.251 192.168.103.0/24 00:00:02 1 0 v

2 CVM_A7CC30:1 IPsec/3DES_.. wan4 100.100.100.252 192.168.102.0/24 01:15:56 3672 3672 Y

3 CVM_B82CB8B4:1 IPsec/3DES_.. wan4 100.100.100.253 192.168.101.0/24 01:16:20 196 192 Y

3. Maintenance CPE: thiét 14p tw dong backup/restore/upgarde

Firmware theo lich.

Thay vi phai hién hanh sao lwu ciu hinh méi tun, thitc dém
dé nang cap Firmware cho thiét bi nhdm tranh lam gian doan hé théng
thi gior day CVM sé gidp ta lam viéc dé mot cach hoan toan tw dong. Server : pool.ntp.org
Dau tién d€ CVM lam viéc ding gio thi ta cAn dong bo thoi gian cla no

véoi NTP server.

Vao System maintenance >> Time and Date

- Chon Tim

e Zone: Hanoi

- Cac thong sd khac d€ mac dinh.

Maintenance

Profile :

Device :
Name :

Action :

Schedule :

Start Date :

Start Time :

End Date :

End Time :

Filename :

backup3800HQ

DrayTek_00S07F_Vig... | v
3%00HQ2(100.100.100.252)
Configuration Backup v

Once v

2013-08-18 T

Hour Min Sec
15 |v ||01 |v |01 | v

2013-09-18 |

Hour Min Sec
15 (v |15 |v |01 | v

om0

B .. A A

Time and Date

Time Type : NTP v

Port : 123

Interval : 600

Time Zone : Hanoi v
Daylight Saving : | / Enable @ Disable

a. Tién hanh tao 1 rule Backup: Gia st cin backup tw déng vao luc
15h-15h30 ngay 19/09/2013 (router dung dinh dang ngay YYYY-
MM-DD) thi ta lam nhuw sau:

Click Add trong phan Maintenance dé tao mot nhiém vu méi.

- Profile: dit tén dé dé nhé

- Device: chon thiét bi mu6n backup. D€ tranh chon nham thi ban cé
thé dé y & muc Name phia dwdi

- Action: Configuration Backup

- Schedule:Once

- Start day: ngay bat dau

- Start Time: thoi gian bat dau

- End Day: ngay két thuc

- End Time: gio két thac

- Filename: dat tén file backup sé lwu

Néu mudn thiét lap rule restore cdu hinh thi ta cling lam twong tw, nhung
phan Action chon Configuration Restore




*** Tai sao nén tao 1 khodng thoi gian(15h dén 15h30) ma khéng phdi la mét thoi diém c6 dinh? Cir méi sau 1 khodng thoi gian
pool interval(900s) thi CVM va client méi trao déi théng tin, viéc nay nhdm trdnh cho CVM va CPE bi qud tdi khéng cdn thiét. Vi vdy
nén khi giao cho CVM mét nhiém vu gi do, ban hdy cho né 1 khodng thoi gian(15 phiit tré 1én) dé né thyc hién nhiém vu dworc giao.

b. Nang cip firmware.

C6 ai thac mic viéc file backup phan backup & trén sé dwoc lwu & ddu khong nhi? D& bao tri va quan Iy hé théng CPE(1én dén 16
thiét bi) thi ching ta s& cAn mot khong gian lwu trit d€ lwu triv cac file backup. May mén thay Vigor3900/2960 tich hgp sén b

nhé trong dén 1G d0 d€ ching ta lwu trit. Tinh nang quan ly file tich hgp ngay trong CVM

¢* Maintenance

£ Add

Profile

S Edit

Device

|]-I] Delete

" Refresh

[ File Explorer

Action

& day chung ta c6 thé tao thuw muc md&i, xo4 file, tai file, upload firmware. D€ tré vé thw muc cha, cac ban click vao

)

nut “..

File Explorer - X
lf", Upload [[-I] Delete 3 Download :) Create folder 4™ Refresh
Filename Property Size LastModify Directory
Directory 432 2011/01/01/ 07:15:37  ./evmifiles
Directory 224 2011/01/01/07:00:55 ./cvm
2920 Directory 232 2011/01/01/ 07:14:10  .fevmifiles
3900 Directory 240 2011/01/01/ 07:32:51  ./evmifiles
001DAAATCC30 Directory 288 2013/09/19/ 16:35:02  ./cvmifiles
001DAAB2C8B4 Directory 224 2013/09/19/ 10:34:18  ./evmifiles
Maintenance -
Lap lich ning cip Firmware
Gia st chiing ta muén CVM ty dong nang cip firmware vao khoang thoi gian Profile : upFWshop1
tw 20h-20h3q ngay 19-09-2013 (lwu y dinh dang ngay ma CVM st dung YYYY- Device : DrayTek_001DAA Vig... | v
MM-DD). Ta lam nhw sau:
Click add dé thém nhiém vu méi (xem hinh bén) Name : 2520Shop1(100.100.100.251)
- Profile: ddt tén cho dé nhé Action:  Firmware Upgrade v
- Device: tén thiét bi cAn nang cip firmware. Lwu y quan sat phan Name
cho khéi nhdm Schedule: |Once v
- Action: Firmware Upgrade Start Dat 2013-09-19
N - -
- Schedule: Once art Date -
Hour Min Sec

- Startday:2013-09-19
- Start Time:20-01-01
- End Day: 2013-09-19
- End Time:20-30-01

- Filename: click d4u + d€ chon file firmware. (file firmware m&i nhat
dwoc upload 1én CVM bang cong cu File Explorer da néi & trén)

Start Time : 20 v !lo1 lvllor |v

End Date : 2013-09-19 T
Hour Min Sec

End Time : 20 v 30 lv o1 v

Filename : .Jcvmifilesiv2920_36... (L)

B A, A Annnna



c.Log va Alert

2 Maintenance

£y Add  J£ Edit  [[]] Delete ™ Refresh | File Explorer

Profile Device Name Action Schedule Weekdays Filename Status ¥
backup2820 DrayTek_001DAA_Vigor2820Cty(100. Configuration Back Once 2920 [Finished]
upFW2920 DrayTek_001DAA_ Vigor2820Cty(100. Firmware Upgrade Once Jevmifiles/iv2820) ¢ [Finished]
upfw DrayTek_00507F_ 100.100.100.253 Firmware Upgrade Once Jevmifiles/v28: [Finished]
upFWshop1 DrayTek_001DAA_ 2520Shop1(100.1C Firmware Upgrade Once Jevmifiles/v2820) I [Finished]
backup3%00HQ  DrayTek_00507F_ 3800HQ2(100.100 Configuration Back Once 3300bk [Finished]
backup DrayTek_00507F_ 3800HQ2(100.100 Configuration Back Once [Finished]

Tuy Nhién vi mét Iy do nao dé6 ma nhiém vu khéng dwoc hoan hanh, hoZc 1a ban muén xem lai log lam viéc ctia CVM thi cac ban
c6 thé vao phin Log/ Alert & Menu bén tréi.

[ e[

" Refresh Auto Refresh : 10 Seconds | v
ID “ Time Device Name Type Description
1 2013-09-19 11:34:14 UTC DrayTek_001DAA_Vigor2920_00... Config Backup [Processing][1] Request CPE to backup config and upload.
2 2013-09-19 11:34:15 UTC DrayTek_001DAA_Vigor2820_00... Config Backup [Processing][1] CPE start to backup config.
3 2013-09-18 11:34:25 UTC DrayTek_001DAA_Vigor2820_00... Config Backup [Finished] Profile: backup2820, was saved to 001DAAB2C8B4_2520.
4 2013-09-18 11:35:20 UTC DrayTek_001DAA_Vigor2820_00... Firmware Upgrade  [Prc ing][1] Reg CPE to download firmware and upgrade.
5 2013-09-19 11:35:20 UTC DrayTek_001DAA_Vigor2820_00... Firmware Upgrade  [Processing][1] CPE start to download firmware: /cvm/files/v2920_360RC2.all.
6 2013-09-19 10:38:31 UTC DrayTek_001DAA_Vigor2820_00... Firmware Upgrade  [Finished] Profile: upFW2820, CPE firmware upgrade completed.

Phén Alert sé cho thdong tin lién quan dén viéc mét két ndi dén CPE va VPN

[T Al |
" Refresh  Auto Refresh : 10 Seconds | v

D Time Device Name Type Description

1 2013-09-19 09:14:33 UTC DrayTek_001DAA_Vigor2820_00... CPE Connection CPE is offline!

2 2013-09-19 08:14:33 UTC DrayTek_00507F_Vigor_001DA... CPE Connection CPE is offline!

3 2013-08-19 11:18:14 UTC CVM_A7CC30 IPsec CVM_A7CC30 connected!
4 2013-09-19 11:23:17 UTC DrayTek_00507F_Vigor_001DA... CPE Connection CPE is Online!

5 2013-08-19 11:32:14 UTC CVM_A7CC30 IPsec CVM_A7CC30 disconnected!
6 2013-09-19 11:32:21 UTC DrayTek_001DAA_Vigor2920_00... CPE Connection CPE is Online!

7 2013-08-19 11:32:23 UTC CVM_82C8B4 IPsec CVM_82C8B4 connected!
8 2013-09-18 11:32:48 UTC CVM_A7CC30 IPsec CVM_A7CC30 connected!

Giao dién phan Alert

Nho phan Log/Alert nay, ban c6 thé biét dwgc nhitng sw ¢d gi dang dién ra, CPE nao hay bi mat két néi (offline), va mat két néi
vao nhirng thoi gian ndo, nhé d6 ban c6 thé xir 1y cic sw ¢4 hé thdng ciia minh mét cdch nhanh va chinh xac nhit.

Chitc cac ban st dung thiét bi hiéu qua!



